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2. WE PROTECT IT WITH
SYNTHETIC DATA +
DIFFERENTIAL PRIVACY.

7" We add carefully
calibrated noise so
no single person’s
data can be
re-identified!

1. OUR PERSONAL DATA
IS SENSITIVE.

| want useful

Al services,

but | care about
my privacy.
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* Diagnoses

« Prescriptions
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| can't steal
"\ what | can't
i see!

BROWSING BEHAVIOR
* Search History
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3. WE GET SYNTHETIC
KNOWLEDGE GRAPHS
INSTEAD OF REAL DATA.
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4. Al AGENTS LEARN
AND ACT—WITHOUT
SEEING OUR REAL DATA.
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Realistic structure.
No real people.
No real secrets.

Smart. Helpful.
Privacy-preserving.
Accountable.

sl

AT
% s (e bty

Oshani Seneviratne (hitps://oshani.info | senevo@rpi.edu)



https://oshani.info/
mailto:senevo@rpi.edu

Synthetic Data Is Not Automatically Private

1. Real Dataset

Contains private
individual records

2. Generator

Learns patterns
from the real data

3. Synthetic Dataset

Newly generated
(looks real but isn’t)

4. Membership Inference Attacker

Tries to determine whether a
specific person was in the
training data

ID Age Income Diagnosis ... t

ID Age Income Diagnosis ...
1001 | 34 75K | Hypertension | ...

S001 32 70K Hypertension

Was this person
in the training
data?

1002 | 29 45K Diabetes

S002 | 27 50K Diabetes
1003 | 41 120K Healthy

S003 | 43 110K Healthy

9999 | 37 80K Asthma

S999 | 38 85K Asthma
Age: 34 YES
Income: 75K
Diagnosis: Hypertension
L D
Real people’s sensitive Trained model Synthetic records o
information used to (e.g., GAN, VAE, Diffusion) that mimic the real Attacker uses statistics or a
train the generator to generate synthetic data data distribution machine learning model to
guess membership
A

T

|

: Privacy Risk: If attacker can guess correctly :
N i e e T (better than random), the synthetic data leaks Z

information about the real individuals.

Oshani Seneviratne (hitps://oshani.info | senevo@rpi.edu)


https://oshani.info/
mailto:senevo@rpi.edu

...
Differential Privacy: The Intuition

Hide the individual. Keep the insights.

1. Real World 2. Analysis 3. Add a Little Noise 4. Private Result

Lots of people We compute some We add a small amount The result is still useful,
contribute their useful statistic or of random noise to the but no one can tell whether
data (e.g., device train a model. result. any single person’s data
metrics, usage, : was included or not.

health stats...).

P e

NOISE ‘

How It Works (High-Level)

Add carefully calibrated random noise Smaller €
to the results. (Stronger

Privacy) * Smaller € = more noise -
R stronger privacy.
LL o2 ‘ G Ealatec SR * Larger € = less noise -
Dataset with you Dataset without you v Larger € higher accuracy.
An observer cannot tell (with high confidence) gl‘rlii:t;; o We choose € based on the
whether your data was part of the dataset. Noise hides individuals, desired privacy-utility trade-off.
Your impact on the output is “negligible.” but overall patterns remain.
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Research Questions

1. Can we generate high-quality synthetic data with formal privacy

guarantees?
2. How do we audit actual privacy leakage?
3. Can these methods be used to build synthetic PKGs?

Connection to TAAPAAI Themes

Theme Contribution

Trust Formal differential privacy

Autonomy Safe training and simulation for agents
Accountability Auditable privacy budgets and attack testing
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Benchmark Overview

e New DP implementations of CTGAN and TVAE
e Privacy auditing framework
e Sixfinancial datasets

Num. Num. % Categorical | % Minority
Dataset
Samples | Features Features Class
Adult Income (AD) 48,842 14 57.14 23.9
Bank Customer Churn (BC) 10,000 11 45.45 20.3
Bank Marketing (BM) 45,211 13 57.14 11.7
Credit Card Defaults (CC) 30,000 23 39.13 22.12
German Credit Data (CR) 1,000 20 85.00 30.00
Give Me Some Credit (GM) | 150,000 10 40.00 6.68
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Generators

CTGAN TVAE Gaussian Copula TabDiff PFN-Syn

Conditional Tabular Tabular Variational o8 e Prior-Data Fitted Network
GenmratioAd ers s tal Netrork At e Statistical Dependency Model Tabular Diffusion Model Synthetic Generator

I can generate
instantly—no

I denoise
step by step!

Compress,
sample,
reconstruct!

Let's preserve
relationships!

2 — )
: = == o i oy ' .0 °'C M '
i— Real Rows Rows f f R -’ E % j
=3 ‘ T Nasyet
Real Data $ 613 =[=1-T Pretrained ¥ -
| Income | | Credit Debt === Knowled [EEE-
Limit . Ratio 9 e
— Synthetic Data Synthetic Data
Two networks compete: Compress rows into latent codes, Model correlations - sample new Add noise to data - learn to Uses a pretrained foundation
Generator creates, Discriminator sample, then decode into values that keep the same denoise — generate new model to generate data
tries to catch fakes. synthetic rows. relationships. samples from noise. immediately for any new dataset.
Adversarial  Learns rares High fidelity Latent Space  Probabilistic  Smooth Fast Interpretable  Correlation Denoising  High Quality  Gradual Training-Free  Fast  Generalizable
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Synthetic Data Generation Algorithms

Pre-process Data Train CTGAN

1. Generate Synthetic Samples

AQ

—Q

Distribution-Agnostic

g X

Distribution-Agnostic 2. Select Original Samples

Distribution-Aware Pre- Distribution-Aware
—» | Processed
Train Data
Real Example : ’Real Example

o*
Fake Example D ‘ o ;a::‘:":c Fake Example
<] G#|>0oDo ¥ - 00D o

3-4. Compute & Update Discriminator

D: Privacy Leakage : Privacy Preservation % : DP-Adam

We constructed differentially private versions of CTGAN and TVAE.

()

® Performed extensive benchmarking of data quality and utility, across non-private and private-
generators.

® Data utility metric: train XGBoost model and measure balanced accuracy:% (TPZPFN TNTiVFP) :
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Results

D Original Non-DP DP-CTGAN

ataset rigina Gauss. TabDiff CTGAN TVAE | e=1 €=5 €=10 €=o0
AD 0.818 0.516 0.684 0.718 0.769 0.681 0.709 0.734 0.784
BC 0.721 0.539 0.707 0.670 0.650 0.523 0.556 0.562 0.648
BM 0.596 0.506 0.576 0.586 0.603 0.528 0.574 0.579 0.580
CC 0.658 0.546 0.642 0.609 0.635 0.554 0.614 0.613 0.673
CR 0.686 0.533 0.614 0.507 0.552 0.501 0.494 0.505 0.555
GM 0.594 0.502 0.583 0.628 0.666 | 0.541 | 0.633 0.591 0.583

DP version competitive with non-private generator.
Sometimes even improves performance over real data!
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Membership Inference Attack

e Customized Membership Inference Attack based on
“Synthetic Data - Anonymisation Groundhog Day”, by
Stadler et al.

e Generate synthetic dataset pairs: half trained with real
data; half trained with real data + “canary”’.

e Train distinguisher to determine type of training dataset:
with canary or without.

e Run distinguisher on new synthetic dataset pairs: high
distinguisher success rate indicates low data privacy.

o Evaluated attack on our new DP-CTGAN implementation.
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Results on the Membership Inference Attack

Dataset Non-DP DP-CTGAN

A "Gauss. TabDiff CIGAN TVAE | e=1 e=5 e=10 e=oo

0.5 =random chance.
AD 0.491 0.507 0.505 0.496 | 0.513 0.497 0.512 0.475
BC 0.536 0.49 0.426 0.501 0.504 0.499 0.499 0.514
BM 0.523 0.482 0.505 0.515 0.491 0.487 0.49 0.488
CcC 0.498 0.549 0.412 0.489 | 0.494 0.499 0471 0.494
CR 0.530 0.502 0.497 0.488 | 0.517 0.495 0.516 0.485
GM 0.48 0.528 0.453 0.522 | 0.532 0.516 0477 0.474
4 I

All generators exhibit low success rate; indicates gap between theoretical privacy and empirical attack
risk.

Theoretical privacy tells us what is guaranteed under all circumstances.
Empirical privacy tells us what we observed against today’s known attacks.

N J
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Theory vs Practice

e Differential privacy gives provable measure of risk of determining whether
any particular real record was used to produce synthetic dataset.
o € quantifies privacy leak.
e Our generators give a guaranteed e for any input data.
e Analysis is conservative; privacy may be stronger in practice.
e Can convert membership inference attack success rates into empirical
estimate of e.
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From Tables to Personal Knowledge Graphs

Tabular Concept PKG Concept

Row Entity

Column Property or Relation
Category Linked Node
Numeric Value Datatype Property
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Example Synthetic PKG

CREDIT BEHAVIOR

hasCreditUtilization “0.62" **xsd:decimal

hasNumberOfOpenAccounts  “7”**xsd:int
hasNumberOfCreditProblems

currentCreditBalance

“0" A xsd:int
“22810" **xsd:int
“35900” ~*xsd:int
“14" *xsd:int

“0”~xsd:int

maxCreditLimit
monthsSinceLastDelinquent
numberOfBankruptcies

(.......

(" A\ FINANCIAL DISTRESS

@ experiencedFinancialDistress true
“0" M xsd:int
“0"~xsd:int

“0"*xsd:int

@ numberOfCreditProblems

@ delinquentPastTwoYears

c publicRecordBankruptcies

:BankAccount_1
accountType
openDate
balance

:BankAccount_2
accountType

openDate

balance

-
filil BANK ACCOUNTS

Py

“Checking”
“2015-06-12"~"xsd:date
“3120" ~*xsd:int

“Savings”
“2018-03-22""xsd:date
“8760" *xsd:int

~
T Nl
// Y
P / i
_~-"" relatedTo | relatedTo \ relatedTo
(= ¥ |
B8 CcReDIT cARDS £)  ApDRESSES
:Credit6eord_1 "
creditLimit “15000" A xsd:int :Address_1 (Current)
currentBalance “4200" ~*xsd:int street 123 Maple St
pastDue “0" ~xsd:int city Somecity
:CreditCard_2 Sfate CA
creditLimit “8000" ~*xsd:int zipCode 94016
currentBalance “1350" ~*xsd:int since 2019-05-01" ~*xsd:date
pastDue “0” A xsd:int
\ Y
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hasFinancialDistress

hasCreditProfile

@ loanAmount
@ monthlyPayment
@ loanInterestRate

@ debtTolncomeRatio

LOAN / PAYMENT

“2500" ~*xsd:int
“330” " xsd:int
“13.5” ~*xsd:decimal

“18.7" **xsd:decimal

:Customer_123
rdf:type :Borrower

hasLoan

hasDemographics

hasinquiries

DEMOGRAPHICS

N

J

© numberOfCreditinquiries

® inquiriesLastéMonths

® age “45” A xsd:int

® income “65000” *xsd:int
® homeOwnership “1” (Own Home)
© employmentLength  “10”**xsd:int

® numberOfDependents “2”*"xsd:int
® educationLevel “2” (University)

KO gender “Male”
Q,  INQUIRIES

“2” ~xsd:int

“1”Arxsd:int

LEGEND

O Borrower (Person)
D Attribute Group (Node)

—==Relationship

xsd:int

xsd:decimal

- Integer
-> Decimal
xsd:date - Date

true/false - Boolean

All data and values are
from the GiveMeSomeCredit
dataset (sample record).
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Future Directions

Graph-native synthetic PKG generators
Privacy auditing for graph data
Integration with Solid Project pods
Federated synthetic data generation
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Questions?

Py,
U
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