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Synthetic Data Is Not Automatically Private
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Research Questions

1. Can we generate high-quality synthetic data with formal privacy 
guarantees?

2. How do we audit actual privacy leakage?
3. Can these methods be used to build synthetic PKGs?

Connection to TAAPAAI Themes
Theme Contribution

Trust Formal differential privacy

Autonomy Safe training and simulation for agents

Accountability Auditable privacy budgets and attack testing
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Benchmark Overview
● New DP implementations of CTGAN and TVAE
● Privacy auditing framework
● Six financial datasets
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Generators
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Synthetic Data Generation Algorithms

● We constructed differentially private versions of CTGAN and TVAE.

● Performed extensive benchmarking of data quality and utility, across non-private and private-
generators.

● Data utility metric: train XGBoost model and measure balanced accuracy: 1
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Results

DP version competitive with non-private generator.
Sometimes even improves performance over real data!
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Membership Inference Attack

● Customized Membership Inference Attack based on 
“Synthetic Data -  Anonymisation Groundhog Day”, by 
Stadler et al.

● Generate synthetic dataset pairs: half trained with real 
data; half trained with real data + “canary”.

● Train distinguisher to determine type of training dataset: 
with canary or without.

● Run distinguisher on new synthetic dataset pairs: high 
distinguisher success rate indicates low data privacy.

● Evaluated attack on our new DP-CTGAN implementation.
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Results on the Membership Inference Attack

All generators exhibit low success rate; indicates gap between theoretical privacy and empirical attack 

risk.
Theoretical privacy tells us what is guaranteed under all circumstances.
Empirical privacy tells us what we observed against today’s known attacks.

0.5 = random chance.
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Theory vs Practice

● Differential privacy gives provable measure of risk of determining whether 
any particular real record was used to produce synthetic dataset.
○ 𝜖 quantifies privacy leak.

● Our generators give a guaranteed 𝜖 for any input data.
● Analysis is conservative; privacy may be stronger in practice.
● Can convert membership inference attack success rates into empirical 

estimate of 𝜖.
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From Tables to Personal Knowledge Graphs

Tabular Concept PKG Concept

Row Entity

Column Property or Relation

Category Linked Node

Numeric Value Datatype Property
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Example Synthetic PKG
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Future Directions

● Graph-native synthetic PKG generators
● Privacy auditing for graph data
● Integration with Solid Project pods
● Federated synthetic data generation
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Questions?
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